
How to use this Toolkit 

Elements can be used individually or in combination. For the very briefest training, for 
example, you could watch the video in a team meeting. For a bit more depth and staying 
power, you might print and distribute the Top Tips for Internet Security at Work card for 
employees to post at their desks. (If you need them, there are printing instructions for the 
tip card and the poster.)

Or, take this more comprehensive approach, which includes a presentation: 

 Post the Stay Sharp on Internet Safety at Work video on a shared team website. Then, 
send the shared link in email as an attention-grabber to announce the presentation event. 

 Give the quiz, Test Your Internet Security IQ, before the presentation. Employees could 
complete it at their desks or at the outset of the event. You can decide when to distribute or 
recap the answers. 

 Promote the presentation, Internet Security at Work, with the poster,  
Internet Security Begins with You. You can fill in the details of date, time, and location. 

 Give the presentation, distributing the “Top Tips” card at the end. 

 After the presentation, send email asking for feedback and attach the quiz (and answers), so 
employees can check what they’ve learned.

More helpful info
 If your employees encounter scams, obscene material, aggressive behavior, theft of their 
account or identity, or other such incidents while using Microsoft services or software, ask 
them to report it. 

Look for a Report Abuse link or contact us at microsoft.com/reportabuse. Microsoft 
takes these reports very seriously, investigates accordingly, and takes appropriate action. 

 Get more information about how to keep your business safer at StaySafeOnline.org.

 To help employees stay safer online both at work and at home, you can suggest a visit to the 
Microsoft Safety & Security Center.

Find out just how savvy you are about Internet security and protecting your company’s (and customer’s) data.

Test Your Internet Security IQ

1. It’s okay to share passwords with: (Check all that apply.)

¨ Your boss ¨ Your spouse

¨ The hotel manager ¨ Your coworker

¨ Human Resources ¨ None of the above

2. Don’t put confidential business information in email, 
instant (IM), or text messages; they may not be secure.

a. True b. False

3. Which of the following is a strong password? (Check 
all that apply.)

¨ Password1 ¨ R3dHairH@rse$ky 

¨ Your pet’s name ¨ 135791113

¨ The first letters of each word in a saying, phrase, or 
other sentence that’s easy for you to remember.

4. If you see a pop-up message like this when you’re on 
the web, you should:

a. Click OK to decide whether it’s a legitimate offer.

b. Click Cancel.

c. Click the  button.

d. Press Ctrl + F4 on your keyboard to close it.

5. If you use a public Wi-Fi network (in a café or hotel, 
for example) that assigns you a password, it’s okay to 
send confidential business data.

a. True b. False

6. How can you help protect data when you’re on the 
road?

a.  Lock your laptop and mobile phone with strong passwords 
and PINs.

b.  Encrypt sensitive data on all smartphones, laptops, flash 
drives, and other portable devices.

c.  Make sure the public Wi-Fi connection encrypts data.

d.  All of the above.

7. This was a fraudulent phishing message from 
“Microsoft” to an Outlook user. Give two warning 
signs that it’s a hoax. 

Due to the congestion in all Outlook.com users, Outlook 
would shut down all unused accounts. Confi rm your E-mail 
by fi lling out your Login Infromation below or your account 
will be suspended within 24 hours for security reasons . 

* Username:   
* Password:   
* Date of Birth:   
* Country Or Territory:   

Warning!!! Account owner that refuses to update his/her 
account after two weeks of receiving this warning will lose 
his or her account permanently. 

All The best,
The Outlook.com Team

Verify your Account now To Avoid It Closed

MorHezi78@adatum.com

Confi rm our outlook account services. 
Verify your account now to avoid it closed!!

Dear Account User:

1.  

2.  

8. If you get email or an IM from a manager within 
your organization asking for sensitive personal 
information (like a password or your Social Security 
number), it’s okay to supply it.

a. True b. False

9. When it comes to attachments and links in email, 
instant, or text messages, which tips should you 
follow?: (Check all that apply.)

¨ If the message comes from someone you know personally, 
it’s okay to open or click them.

¨ Don’t open or click them if they’re out of context—for 
example, ilovepinkponies.pdf from your boss.

¨ Look carefully at the link or attachment to decide if it’s safe 
to click.

¨ Make sure your antivirus software is up to date. 

¨ View every one with suspicion.

10. If you’ve installed all the security updates required 
by your system administrator, you still have to 
worry about viruses when you click links or open 
attachments in messages.

a. True b. False

Location:  

Date:   Time:  

Contact:   

Your gateway to the latest information from Microsoft about how to work more 
securely on the Internet and better protect company, customer, and personal data: 
www.microsoft.com/security.
1012 PN 098-117574 

Internet Security at Work    

Safeguarding company information depends 
on the commitment, cooperation, and 
Internet security know-how of all employees.

Find out what you can do to help:

 Secure your computer against Internet risks
 Protect company data and financial assets
 Guard company information when you’re 
on the go

Please join us!

Begins with You

[Type event location.]

[Type event date.] [Type event time.]

[Type organizer's name and contact information.]

Top Tips for Internet Security at Work
1 Defend your computer

Strengthen your computer’s defenses. Keep all software (including your web 
browser) current with automatic updating (or follow the directions of IT staff). 
Install legitimate antivirus and antispyware software. Never turn off your firewall. 

Don’t be tricked into downloading malicious software. Stop and think before 
you open attachments or click links in unusual email, text, or instant messages 
(IM), on social networks, or in random pop-up windows. If you’re unsure if a 
message is legitimate—even from a coworker—contact the sender to confirm 
using a different device and another account.

2 Protect company data and financial assets
 Don’t put confidential information in email, instant, or text messages; they 
may not be secure.

 Beware of scams. Never give information like an account number or password 
in response to a phone call, or email or other online request.

 For the most sensitive transactions—Automated Clearing House (ACH) 
payments, payroll, and the like—consider a dedicated computer not used for 
email or web browsing.

3 Create strong passwords and keep them private
 Lock devices, company routers, and online accounts with strong passwords 
or PINs. Strong passwords are long phrases or sentences and mix capital and 
lowercase letters, numbers, and symbols.

 Don’t disclose passwords or PINs to coworkers.

 Use a unique password on each account or device containing personal or 
business data, and change them regularly. 

4 Guard company data when you’re on the go
Treat all public Wi-Fi networks as a security risk.

 Choose the most secure option—it could include password-protection or 
encryption—even if you have to pay for it. 

 Confirm the exact spelling of the wireless network you’re connecting to—
beware of clever (slightly misspelled) fakes, such as www.micrsoft.com.

 Encrypt all confidential data on smartphones, laptops, flash drives, and other 
portable devices in case they’re lost or stolen. 

 Never make financial and other sensitive transactions on any device over 
public wireless networks.

Use flash drives carefully. Minimize the chance that you’ll infect your company 
network with malware: 

 Don’t put any unknown flash (or USB) drive into your computer.

 On your flash drive, don’t open files that are not familiar.

http://go.microsoft.com/?linkid=9682633
http://go.microsoft.com/?linkid=9818072
http://go.microsoft.com/?linkid=9700305
http://go.microsoft.com/?linkid=9713967
http://go.microsoft.com/?linkid=9713965
http://go.microsoft.com/?linkid=9817860
https://support.microsoft.com/contactus/emailcontact.aspx?scid=sw;en;1671&ws=reportabuse
http://www.staysafeonline.org/business-safe-online/business-safeonline
http://www.microsoft.com/security/default.aspx

